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Abstract

Purpose — The purpose of this paper is to analyze how Information technology (IT) controls influence the
control environment’s components and the internal control system.

Design/methodology/approach — This paper aims to highlight how IT controls enable to improve the
control environment assessment and implementation.

Findings — The analysis indicates that the implementation of the I'T controls (IT organizational controls, IT
process controls and IT soft variables controls) provides some indications for managers and auditors, who
must implement or assess internal control system. A joint use of the three dimensions of I'T control contributes
to a better assessment of the individual components of the control environment. IT controls help managers to
develop the design of the organizational structure and to identify the key processes to achieve the internal
control objectives and to mitigate firm’s risk.

Practical implications — The examination of three IT control dimensions allows managers to expand
their knowledge about these types of controls and change the way they approach technology-based processes
and associated risks. This improves the understanding of the key aspects connected to the control
environment. The paper provides a list of the relevant activities that affect the three types of I'T controls. This
is useful for managers to begin to frame the specific controls inside the three dimensions of IT control.

Originality/value — This paper addresses an area of relevance to both practitioners and academics. This
analysis focuses on accounting information systems themes and, through the examination of the IT controls,
allows a better understanding of the hard and soft elements of the control environment.

Keywords Control environment, Internal control systems, IT organizational controls,

IT process controls, IT soft variables controls
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Introduction

Information technology (IT) is becoming increasingly important within companies which
use hardware and software to process business information. Companies invest in IT and
adopt IT systems to improve their operations (Chang et al, 2014). Moreover, regulatory and
academic literature suggests that IT serves as the foundation of an effective system of
internal controls (COSO, 2013; Masli et al.,, 2011; Li et al., 2012). In fact, IT impacts every
aspect of accounting, including financial reporting, managerial accounting, auditing and tax
(Bagranoff et al, 2010). Considering that most accounting systems are computerized,
accountants should understand how hardware, software and human procedures turn data
into decision-useful financial information and how to develop and evaluate internal controls
(Simkin ef al., 2015). Therefore, it is necessary to understand the activity of control that
information system manages to obtain an effective evaluation of the key aspects connected
to the internal control system, which is subdivided into five components (control
environment, risk assessment, control activities, information and communication and
monitoring) designed to give reasonable assurance that the management’s control objectives
will be achieved (COSO, 2013). The control environment is the key element on which rests the
whole internal control system. This component which represents the intangible element of
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control includes soft elements such as integrity, ethical values and attitude of top
management and hard elements such as organizational structure, assignment of authority
and responsibility and human resource policies and procedures, as well as the management
philosophy and the competence and professionalism of those working in the company. All
these elements highlight the importance that the organization assigns to the control
(Graham, 2015).

Although many studies have examined the benefits that IT can provide to the internal
control system, only a few of these have focused their attention on the control environment
by making a general analysis. Consequently, this paper aims to describe how IT controls
influence the control environment and its components. The analysis illustrates the functions
performed by the various categories of IT controls, and this improves the awareness of
managers and auditors about the importance of this type of controls. Therefore, this paper
provides some indications for managers and auditors, who must implement or assess an
internal control system.

After a brief introduction, the paper illustrates the existing relationship between IT and
the control environment. This is followed by the examination of the impact of IT controls on
the control environment components. The use of a graphic model helps to understand how I'T
controls affect the single component of the control environment. Finally, the paper gives
some suggestions for future research and our conclusions.

The influence of information technology on the control environment

The control environment provides the basis on which management determines the design of
the internal control system and has an influence on each of the three internal control
objectives such as effectiveness and efficiency of operation, reliability of financial reporting
and compliance with regulation (COSO, 2013). Hence, a control environment’s assessment
requires an in-depth understanding of a company’s activities, the risks it faces and the
controls it has put in place to treat risk exposure. This implies a clear comprehension of
business processes, organizational resources, structures, roles and responsibilities (Heise
et al., 2014).

According to this perspective, taking into account that IT plays a major role in the
development of accounting information systems, by providing the push that drives
accounting activities (Vaassen and Hunton, 2009), it should be recognized that every
company needs IT controls which ensure that IT management is efficient and effective.

IT plays an important role within the information systems to ensure the timeliness, the
reliability and accuracy of the information even considering those relating to the internal
control system (Chan, 2000; Weill and Ross, 2004; Haislip et al., 2015). The basic aim of the
information system is to collect and process the data and transmit the information to meet the
information needs by the people working in the company. The advent of IT has brought
many benefits to the design and operation of information systems (March and Smith, 1995;
Checkland and Holwell, 1998; Delone and McLean, 2003). Indeed, IT has influenced the
manner of execution of duties and business activities by improving the implementation of
the information process (Georgakopoulos ef al, 1995; Davenport, 2013). IT has also
innovated the procedures aimed at collecting, managing and transmitting information by
actively contributing to business process re-engineering (Davenport and Short, 1990;
Kettinger et al., 1997, Weske, 2012).

Having said that, considering that companies are increasingly dependent on IT
applications and that the enterprise resource planning (ERP) system is the most widely
adopted IT system among large firms, it can be affirmed that a close relationship exists
between the information system and internal control, and that IT influences the control
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environment’s components. The adoption and implementation of an information system and
related IT controls has a direct impact, in the first place, on the hard elements of the control
environment and hence on the organizational structure (Pfeffer and Leblebici, 1977;
Raymond et al., 1995; Lee et al., 2010), the assignment of authority and responsibility and the
definition of human resources policies and practices (Bresnahan ef al., 2002). Second, the
definition of IT controls also affects soft elements such as integrity, ethical values, attitude of
top management and its philosophy (Davis, 1993; Lewis ef al., 2003; Simons, 1995). To
implement an information system, companies have to make a careful review of the
organizational structure starting from the analysis of the criteria by which it is implemented
and the division of labor between the different operators. Therefore, from the analysis of the
basic components of the organizational structure, i.e. the revision of the tasks and activities,
the information system must allow a tracking of the tasks or duties of the individuals and the
intermediate components of the organizational structure, which are obtained from the
aggregation of the elementary components (Daft and Lengel, 1986; Castro et al.,, 2002). In
addition, the information system should help define the organizational hierarchy and,
therefore, the existing relationships between the different units in the firm.

The impact of information technology controls on the control environment
components

IT controls represent a distinct category of internal controls, related to information systems,
that has been given special attention in professional publications such as COSO and Control
Objectives for Information and Related Technologies (COBIT) and also in Auditing
Standards enacted by the Public Company Accounting Oversight Board (PCAOB). These
controls, which are related to the IT infrastructure and information systems, can be
subdivided into IT general controls and I'T application controls (Flowerday and Von Solms,
2005; Huang et al., 2011). 1T general controls consider policies and procedures that are related
to many applications and support the effective functioning of application controls by helping
to ensure the continued proper operation of information systems. Usually, IT general
controls refer to the relevant controls designed to ensure that an entity’s control environment
1s well managed and applied to all sizes of systems (Chang et al., 2014). These controls apply
to mainframe, server and end-user environments, and these commonly include: controls over
data center and network operations; system software acquisition, change and maintenance;
access security; application system acquisition, development and maintenance; physical
security of assets, including adequate safeguards such as secured facilities that allow access
to assets and records; and authorization to access computer programs and data files. IT
application controls, however, are related to specific computer software applications and
individual transactions. These controls, which are based on general controls, include
functions within the software application that control the processing of transaction and
storage of data (Rubino and Vitolla, 2014a). In other words, I'T general controls minimize risk
to the overall functioning of the organization’s IT systems and infrastructure and to a broad
set of applications. Such controls support the application controls and allow smooth
operating of the information system (Huang et al., 2011); therefore, their failure would create
a pervasive impact on all systems in the entity (ITGI, 2006).

Having said that, it is possible to observe how these two broad groupings of IT controls,
in general, ensure the functioning of the information system and how they impact on the
control environment. First, it should be noted that the implementation of I'T controls affects
the design, development, implementation, support and management of the information
systems. Therefore, given that the IT general controls mainly affect the management and the
development of IT infrastructure related to the information system, it is safe to say that such



controls actively contribute to the redesign of the organizational structure and the associated
identification of roles and assignment of responsibility. At the same time, it can be stated that
the IT application controls, which guarantee the accuracy, completeness and validity of the
data, impact on internal and external company reporting system. However, considering that
it is often not easy to create a clear distinction between these two types of IT controls
(Moeller, 2010), it is more effective from a conceptual and applicative point of view to analyze
these controls on the basis of three IT dimensions:

(1) organizational controls;
(2) process controls; and
(3) soft variables controls.

A detailed list of these three types of controls is shown in Table 1.

Information technology organizational controls

IT organizational controls operate on the organizational structure and identify and control
the division of labor, the function assigned to organizational units and the relationships
existing between them (Jajodia ef al, 1997). These controls, which affect both the hardware
and software aspects, have a strong impact on the organizational structure as they contribute
to their redesign and control of the same (Baroudi and Lucas, 1994). The development of an
information system based on IT requires:

« the clear definition and identification of organizational units among which the division
of labor is implemented,;

 the comprehension and assessment of directives and executive functions assigned to
the different units; and

« the comprehension and identification of the existing relations among the different
units or the human resources involved in the company.

IT organizational controls have a significant influence on the organizational structure (Daft
and Lengel, 1986), which is a key element of the control environment. These controls ensure
that the company’s organizational configuration choices are aligned with the business goals
and especially with those related to the internal control system (Davenport, 2013). The
organizational structure must be sufficiently clear and formalized in relation to:

« the assignment of authority and responsibility;

« the identification of formal reporting lines;

« the description of the tasks, ensuring the existence of segregation of duties; and
« the identification of policies and procedures.

Therefore, IT organizational controls starting from the organizational structure
consequently also affect the management of human resources activities. The definition of IT
controls involves the provision of adequate rules and procedures and the implementation of
the segregation of duties that represent an important IT control. In fact, its primary objective
is to prevent frauds and errors (Power, 2013). An effective internal control system provides
that no single individual should handle all aspects of a transaction from the beginning to the
end. This element represents a critical factor in the process of financial reporting, as it is
highly emphasized in numerous studies on the issue of internal control weaknesses (Ge and
McVay, 2005; Huang, 2009; Boritz et al, 2013). IT organizational controls ensure the
segregation of duties, including controls such as management or steering committee review

Control
environment

221




S

(panunyuod)
SJULWNOOP JO SULIUINUT dATINIASU0I-91d -
:sopdioutid Surmo[[oy 9y} SUIAISO AQ pansind SI 9A1[O SIY [, *SUONIBSURI) JO SUIPIOIIT PUB UOLBIUSWNIOP 1od0oL] *
BIBD UOIOBSURT) 9y} JO A1118a1ul/uonoanod pue sjepdn ‘9pow SuIsse00.d 9y) 01 9JB[AI YIIYM ‘S[OTUOD [9AI] I[IA))
90Ad
Sunjesado ue Jo sseyd YoBs Ul UONBULIOJUI ATRJUSWS[D ) JO SuIssen01d pue SuLua ‘Surioa[[od 10J pasn Poyaul 0 PAJR[a 2.I. YOIYM ‘S[0IU0D [9AJ] UOHOBSURIL], *
(YuowRSBURW JO SUOILJ0adXa 0) PaIediwiod S)NSAT Y} Ul SUOTIRIASD
[ensnun AJnuapi) $9889001d UO1ORIAP 9} WOIJ UL} NSaI $9)e3I8S UONBULIOFUI 9]} JO SSIUS[(BUOSEAI 9} SUIAJLIOA T PIWIL ‘90UIIAY0D JO S[0UO0D dATIBULIOJU] *
(uon)OBSUR) AWES B JO $95$9201d 0} SUIIB[9I UOIJBULIOIUT SUIPNOUI-SU0ndadxo
—UONB[D.LI0 OU AJIJUIPT) WAISAS UONBULIOFUL 9} UI UONO919P 199((0 UOIIBUWLIOJUL AIRUSWS[9 JO UOHB[D.LI0D Y} SUIAJLIOA 0] PIWIR IBI9P JO S[0NU0D JAITRUWLIONU] f
uorjeuLIofur Jo uordedar ‘uorssiusue) 98e10)s ‘uoneredaid ay) 1oy Ajiqisuodsal -
MOJJ UOTJBUWLIOJUT JO 9POW [BIIUYDI) PUB FUILI) YUIIUOD -
DULDP 0} SUBIW $98900.1d uopedrunwwod sjeridoidde usisa(] *$9ss9001d UOLRIUNWW0I JO AOBNDIPY ¢
AJ[IGRI[AI JO [9AS] JUSISJJIP B SBY MO[J UOTJBUWLIOJUI 9} ‘ULSLIO 191} U0 Surpuada(]
*8988900.1d UONDRP [RUINUIL ‘SanIRd PIIY) WOLJ UONBUWLIOJUI SUIUIR)O ‘UONBAIISUO [RISAYd :ULSLIO 19U} INOQR PAJOS[[0D UOHRULIOIUL 9} JO UOLIR[NOLLIE -
[0U0D SALIIIJJ9 910U B SMO[[B 109dSE SSauIsn(| B 0} UOR[R.1 Ul PaIediwiod PUB Pajda[[0d UOIIBULIOFUL 9} JO 9ZIS 1oS1e[ oY ], "UOI}BULIOJUI JO Jo(WNU 19193 © -
(7039 ‘s9p00 ‘saep ‘sagejusdad ‘syunowe ‘sannuenb ‘saorid) ssodmd oyrdads Iy 0) UonR[AI
Ul AIBSSI09U PSSP UOTBULIOJUI JO SINCLIJE JISBJ Y} [[B UIBIUOD P[NOYS Paule)qo 10 paonpoid ejep yory ‘uoneuLIojul jo sajngLije Arewtid oy Jo £oenbape -
:S91MbaI ST T, "SONIALIR [BUORISdO JO UOTBIUSWNIOP 9)enbapy g S[0NU0d
Anpiqerpar pue souerdwod ‘AIIqe[ieAr ‘AJLIS9)ul ‘ANBRHUIPLUO0D ‘AJUSIONJS ‘SSOUIATIIINJS BLISILID UOIJBRULIONUI SMO[[0F 93U} SN0y} paurelqo ‘Ajjenb uonewiouy | ssaooad T
9SB 01J10adS B 0) UOIR[aI Ul A[9S1091d Paje[nuLio] pue uore1ado s[Suls & 0] 90UaI9J91 UM PIMO[[O] 3¢ 0} DATIRIIP B ' ‘UOHRZLIOYINE d10ads -
S9109dSs dwes 9y} Jo SuorjeIado SULLINIAI 0] SUIIJAI YIIM MO[[O0] 0} SBY UOTeZIuB3I0 8y} Jey) Ao1j0d B 9T ‘UONRZLIOYINE [BIOUAS -
:Sonpadoxd
UONBZLIOYINE 24109ds 10 [RIOUAS JO UonIuyap 9y} ysnoay) pensind st suonerado [[e 1oJ uonezuoyine Jodoid ay [, ‘suonetado [[e 10 uonezuoyme 10doid ‘6
I9ZRUBW JATYIIR PUR ISA[RUR SWRISAS ‘Iowie1301d ‘Syse) 1osn 9y} JO [ ] UIYILM Uone3aI3as -
3UrIuNOodIR JO IO} WO san[IqIsuodsal [euonerado Jo uonesaisos -
UOJRZLIOYINE ISOU[) WOIJ SJ9SSE JO APOISND JO UOIIRFIIFS -
3unuUNOd9E JO ISOY) WOIJ SPOOF JO SSAUISN( APOISND A JO UONRFIITIS -
So[es pue seseydmd dpNOUT SATIATIOR PRJIIJJE JSOW Y I, “JIPNE. 9y} 10 [BINILID PIISPISUOD
SY[SB) JO SUOISIAIP(NS [BWIUIW JUdsa.1da JeY) Sapotu SUIMo[[of 9y} y3noayy pansind 1 sannp Jo uoedairdss dold "saunp jo uonesaisas oyl jo Loenbapy g
Auedwod 9y} UL PIAJOAUT S30INOSIT UBWNY 9Y) UM IO S)TUN JUSIRJJIP 9} UdamIaq SUOLIR[I SUNSIXS 9} JO UOIIBIYIIUSPI PUB UOISUayaIdWo)) */,
SJIUN JUSISIIP 0} PAUSISSE SUOTIOUN] JATINIIXS PUB SIATJIIIP JO JUSWSSISSE PUB UOISUayaIdWo)) |9
1UN SSAUISN( [BNPIAIPUL 10 [[B 10] $2010rId d1109ds pue Io1ALYa( 9401w ‘SUOOBSURI) [RIOURUY 10] S2npad01d 10 Sa[nt SUr)]9s apn[oul ued S[01NU0d IS [,
‘spunysjuswredap pue sa9fo[dwe Jo $98s9001d puE HI0M d} SUIORIIP J0J S[09030d I9Y0 J0 SHWI] ‘S9Impadold ‘seurPpIng ‘saynu ‘sampadold ‘satorjod Surdopad( g
Sy[se1 9y} Jo uondross(J §
Soul| Suraodal [BULIOJ JO UOLIRIYLUSD] ¢
10q[B] JO UOISIAID 9} PAZI[BAI ST YOIym SUOWE S}IUN [RUOLBZIURSIO JO UOLBOYIIUIPI PUB Uoniuya(] g S[01U0D
9INJONLS [RUONRZIURSIO 9} JO UoNR U]l PUB USISIP 9} Ul SIUSIIYIP PIJIWI] J0 UISAY "I [BUONRZIUBSIO T ]

o8

©

[ie)

s[onuod 1] £q paIojiuowt 3¢ pnoys Jey) sjoadse 10 SJUSWS[d UTe[\] SUOISUAWIP
[onuod I1
Z
o
RZC]
ISl
L
EE
<&
e [aN] N L EsS
B N S35
= < N SEE




Control
t
223

environmen

Table I.

Auedwod 9y} UIYIIM SUOTIOUN] JUBAS[AI SULIDA0D SIOINOST URWNY J} A] SISINOD SUTUIRI) JO SOUBPUINY "(T
Jea4 9] Ul JJBIS 0] papIaoId $9SINo0d Sururel) Jo LRquNN ‘6
S3uI[Bap JSOUOY PUE 18] JO9 sorlred [BUI9)X9 JOUJ0 PUR ‘SIOW0ISND ‘S11[ddns yirm SuorjorIaul -
pauueld 91e $9940[dWs [[€ WOIJ SUOTJBWLIUOD [BWLIO) Jur)sanbal Afjedsiporiad -
$910110d SOIY}9 MU PUE JUSLIND MIIASI 0] Paute]d 918 SUOTRIIUNUIIOD JATIRINUIL 1910 10 Surures) oiporiad -
9](BPUB)SIOPUN PUE J[(B[IBAR A[IPESI 9IB SOUIOPINS SOIY) -
J1 3094 "SIN[BA [BOIY1 pue AILISa1ul punos Jo ss[dutid 0] 30URYPY g
S[AI] [[E J& SUOLIR[OIA [BII([}9 JO 90URISOIUI -
S[e[IBAR SIUI[9PING SOIYI9 ) JuLsel -
SMI1ARI ddURULIOJIRd 99 K0[dwd -
U9¥[B) U9I( 9ARY SUOLOR 9A1}091100 pue uonednsaaur ajeridordde jey) sxeme puuosiad Auedwod Jursjeur -
:Aq SIBqUISW JTeIs [[8
woIy 9pnye 9AnI0ddns SULINSUD SHOURISWNIILD S9PIA0Id JUSULSBURW ‘DIYIIUIPI SI UOIIR[OIA 9[(ISS0d U A\ “JONPUOD JO 9POI 3} JO SUOIIR[OIA JO UORIYTIULP] */,
$9101[0d SOIYI9 MU PUR JUILIND MITAII 0 SUOTRIIUNUIIOD JATIORINUI 1310 0 Surure.) diporiad sapnjout -
SON[BA [BIIY}9 PUB A)LI9IUI PUNOS 0} JUBAJ[DI SUIUIRIURW uoneuLiojul payepdn Afjedrporiad ssakojdue sapraoad -
SOIYJP pue AJLISNUI PUNOS JO 90UBLIOAWI Y} JNOCE SMIIA S Justageur do) FurziSeyduus SaIy MaU 0} UOITRULIOfUI Sap1Aaoid -
‘(£5uanbay pue JAquINU) JUSURSLUBW IYJOYM YI9)) (SaN[RA 91eI0d100 Paje[al pue
SOTYI0 PuR AJLISAIUI 03 PAJR[AI SAATIIA(GO S UONRZIURSIO ) JO [PUUOSIAd JUSLIND PUILI PUE S39A0[dUWID MAU ULIOJUI 0} SWSIUBYISUI JUSR[dWI JUSWAFBURW SI0(] 9
SON[BA [BOIYI9 PUB AJLIS9IUI PUNOS SUIUTRIUIBW 0} JUBAS[DI UorjeULIOful pajepdn s9Kojdws sapraoid Afjedsiporiad -
9[(BPUB)SIOPUN PUR J[(B[IBAR AJIPBAI SOUI[SPING SOIY}D SIyBW -
uoneyuawnOop ajeridoidde sdofaasp -
UOIJB[OIA JO 30UL.LIND00 A JoNPU0D JO 9p0d 3y} sajepdn -
JUSWIDSBUBUIL JOUJOUM 9AISSCO
01 9[q1ss0d ST 11 ‘98BI SIY} U] (UONBZIURSIO ) JO S[9AJ] [[B 1B PO0ISISPUN ST JBY] SIAN[BA [BIIY}S JO JUSWIAILIS PAIR[NOLLIR A[TRI[D B dO[9AIP JUSWLSRURW S30(] G
1ONPU0I JO 9POI A} MOUY] JOU PIP £3Y) pres oym a[doad Jo quiny
19NPU0d JO 9POJ Y} PIALDAI 10U dARY oym 3[doad Jo Jaquiny ¢
UONONPOIIUL S} AOULS JONPU0D JO 9POJ 3} 0 9pew sdjepdn Jo Isquinu pue ajepdn JSe[ Jo 31 g
(ST0399IIP 9ATINIFXA-UOU PUB JUSPUAdIpUI JO JAQUUNU 3'T) SUOLIIIIP SALNIX ) £q SIAPO] SANRISIUTIUPE Juspuadapu Jo 0uasaId ‘T
SINI[IQISUOASal PUB S3[0.1 Usam1aq ddueled 7T
SONLIOYINE PUB SONI[IGISU0dSal ‘S9[01 Uam]9q soueeq ‘T
uondadsur 9y} Sunonpuod uosiad Y Jo sduspuadapu] "]
BIEp SUNUNOIOR 9y} JO UOLONSU0IL
9y} 0] Sonped0d ‘Souensur ajenbape ‘samseswt uonosjoId [eads Jo uondope PU. SSHOO. U0 SUOLILNSAI ‘9IAIRS AJLINISS ‘UOLJBUWLIOJUI [} 9ARY] O}
pazuoyine suostad Jo SISI] ‘S9LI0JUSAUL [RIISAYd Y3noay) 9[duwexs 10,] ‘SABM JUSISJJIP Ul PIASIYOR 3¢ UBD S[0IJU0D YONG SPIOIAI PUB SPOOF J9A0 S[0NUO0D [RIISAY] 6
uoneredaid pue Suridwod Ases pue yomb -
(UOTIRNOIIO UI SJUSWNIOP JO AN Y} aziwrurwt 03) sasodnd apdiynur 1oy uonisodsipaid -
(e1ep 9y} Jo Aiqisusyaadwiod) Ayordus -

S[0U0D
So[qeLIRA 08 [

S[0u0d [ Aq PaI0jIuou 3¢ PINOYS Jety} $}09dse 10 SJUSLIID UTR[\]

SUOISUAIP
[o1uod I ]

S




MRR
40,2

224

and approval of significant new acquisitions, restricting access to system configuration and
operating system software, automated reconciliations of data accessed through middleware
software and parity bit detection for communications errors. Equally important are the IT
organizational controls related to security management and software acquisition,
development and maintenance. As indicated above, this type of IT controls affect the
redesign of the organizational structure and human resource management influencing the
division of labor and the definitions of rules and procedures (Senft and Gallegos, 2009). This,
however, also implies the attribution of powers and responsibilities. The assignment of
authority and responsibility, realized above all through the applications controls, includes
establishing and reporting relationships and authorization protocols, as well as policies that
describe appropriate business practices, knowledge and experience of key personnel and
resources provided for carrying out duties (COSO, 2004). Having said that, it is possible to
affirm that IT organizational controls affect three control environment components:
organizational structure, assignment of authority and responsibility and human resource
policies and practices.

Information technology process controls
Process management is one of the elements that has characterized IT evolution.
Therefore, the presence of IT process controls is an aspect well consolidated in the
management of the information system (Laudon and Laudon, 2004). These controls,
generally, encompass a wide range of activities, bearing in mind that a company can be
seen as a set of interrelated processes. However, if the analysis focuses on the role of
information within the company, then the IT process controls help to define and control
the informative flows. They concern the communication processes which operate in the
company and also the authorization, the execution and the approval of the transactions.
First of all, it should be noted that IT impacts, in the first instance, on the processes
that allow to identify and capture a wide range of information and ensure their delivery,
thereby raising the quality of their processes (Dewett and Jones, 2001). The IT process
controls ensure that information is readily available to facilitate decision-making and to
enable human resources to fulfill their responsibilities, including those related to the
internal control system. At the same time, such controls ensure effective communication
between the various levels of the organizational hierarchy. The communications
processes must be reliable even across the organizational structure and in relation to all
stakeholders. Accurate, accessible and timely information allows to achieve the internal
control objectives (Romney et al, 2006). The quality of the information and
communication processes is considered as a primary goal of many IT frameworks. For
example, the COBIT framework, which manages IT resources as a set of processes,
requires that every single process needs to conform to certain control criteria such as
effectiveness, efficiency, confidentiality, integrity, availability, compliance and
reliability (Lainhart, 2000; Tuttle and Vandervelde, 2007; Rubino and Vitolla, 2014b).
IT process controls affect the use of the information processes, ensuring the operation of
the pre-established organizational structure. The correct use of information implies the
existence of tools to clarify what is required of people working in the organization. Therefore,
these controls encourage the integration between the organizational structure and the
different business processes. Inside the I'T process controls, one can also identify controls on
detail and on coherence. The former are aimed at verifying the consistency of the detected
information. The latter are aimed at verifying the reasonableness of the information
resulting from the detection processes. According to Beretta and Pecchiari (2007), often, these
two types of controls are further divided into:



(1) transaction level controls, which are related to the method used for collecting,
entering and processing of the elementary information in each phase of an operating
cycle; and

(2) cycle level controls, which are related to the processing mode, the updating and
protection/integrity of the transaction data.

On the basis of what has been said, it is clear that IT process controls impact on the
organizational structure, the assignment of authority and responsibility and human resource
policies and practices (Dakin, 1993; Lengnick-Hall and Moritz, 2003). IT process controls
work together with I'T organizational controls to ensure the smooth functioning of the entire
organization. The definition of rules, policies and procedures is not enough to ensure the
achievement of business objectives and those related to the internal control system. It is
necessary to clarify what information should be used and how the information flows should
be managed by human resources. This makes it possible to verify the achievement of the
business objectives and to ensure accountability related to the performed activities,
introducing changes if necessary. From this perspective, it may be appropriate to implement
IT process controls and those related to the organizational mechanisms that configure key
controls in the administrative management of certain acquisition transactions, processing,
sales and related cash flows. IT process controls, especially in the internal control
perspective, should ensure compliance with the following principles (COSO, 2013):

< avoiding the existence of potential conflicts of interest in both the processes of
communication, authorization, execution and approval of transactions;

« proper authorization for all operations;

» proper documentation and recording of transactions;
 physical control of goods and recordings; and
 independent inspections on services provided.

Consequently, IT process controls ensure the information reliability, define the level of
adequacy of the documentation related to the business operations and control the manner in
which the information is used.

Information technology soft variables controls

The analysis performed has shown that the two types of controls, I'T organizational controls
and IT process controls, positively affect the hard components of the control environment,
helping to improve the organizational structure as a whole, the communication processes
and the quality of internal and external reporting. IT soft variables controls are a particular
type of IT controls which are aimed at monitoring soft elements, i.e. those not easily
influenced and more directly related to the corporate culture; integrity and ethical values,
management philosophy and operating style; and commitment to competence (Stubler ef al.,
2000).

The operating style is the way in which, at different levels of the hierarchical structure,
the leaders behave toward subordinates. It is a kind of code of conduct that constitutes a real
organizational variable to support the correct operating of the organization. The operating
style affects the quality of the internal control system as it affects the corporate management,
risk tolerance and the integrity level that is spread throughout the organization (COSO,
2004). The effectiveness of the internal control system is clearly dependent on the integrity
and ethical values of the people working in the organization and certainly of those who
administer and maintain the monitoring of controls. The top management should commit
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itself to enforcing the rules and regulations that constrain business management and has the
task of ensuring the effectiveness of the internal control system (Braithwaite, 1982;
McMullen, 1996). In this context, the management’s ability to transmit and promote,
effectively, the sharing of such standards within the organization (Argote et al., 2003), as well
as the will to adopt the codes of conduct, is of particular importance.

With regard to the examination of the two components of the control environment related
to the management’s philosophy and operating style and the integrity and ethical values, it
can be argued that I'T controls cannot directly influence these soft variables, the definition of
which is a task for the top management. IT soft variables controls help to monitor some
elements related to these soft variables, providing information to top management to make
changes if they are considered necessary. Some examples of these types of controls are
shown in Table L.

Therefore, IT soft variable controls impact indirectly on the soft components of the
control environment and directly on people who have the power to implement their changes.
However, a contribution to the improvement of these soft variables is provided by the IT
process controls which ensure the dissemination of information and therefore help the
knowledge of codes of conduct. At the same time, the IT process controls allow top
management to gauge whether the objectives and corporate values are met within the
company. This is very important for the institution’s risk management activities. In fact, a
clear communication and understanding of the business value system facilitates the
achievement of the internal control objectives (Soin and Collier, 2013). Furthermore, it should
be noted that IT professional culture influences I'T’s perception of its role with respect to
internal controls (Chen et al., 1997). This perception has implications for the internal control
environment, as IT culture affects the environment through the manifestation of culture at
the individual level. The performance of routine and non-routine tasks is influenced by IT
practitioners’ shared culture (Cannon and Growe, 2004; Abu-Musa, 2008), and this influences
the ethical values. Moreover, the definition of the structure of the information system and
related controls reflects the management’s philosophy and operating style. The top
management, through its activities, provides clear signals to its employees about of the
importance of internal control. Some top-level managers frequently take significant risks in
their new business or product ventures, whereas others are very cautious or conservative.
These elements have a considerable influence over a firm’s control environment and
influence the provision of specific IT controls.

Finally, these specific I'T controls also affect the component of the control environment
related to commitment to competence. Competence reflects the knowledge and skills needed
to perform assigned tasks. The management decides how well these tasks need to be
accomplished, weighing the entity’s strategy and objectives against plans for their
implementation and achievement (COSO, 2013). IT soft variables controls cannot improve
the human resources’ skills within the company. However, this type of controls allows to
determine any gaps or inefficiencies in the organization, stimulating the launch of staff
training processes. In addition, IT enables the supply of training activities, and, through IT
control processes, it is possible to check the learning levels. Therefore, it can be stated that IT
soft variables controls jointly with IT process controls contribute, albeit indirectly, to the
improvement of competence level.

The analysis of the three types of IT controls, as shown in Figure 1, indicates that to
obtain an effective analysis of the individual components of the control environment, it is
appropriate to use IT controls jointly. The most important aspect is related to IT process
controls that jointly with IT process controls are able to influence the soft elements of the
control environment, which have a significant influence on the remaining hard elements.
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Suggestions for future research

Considering that the most widely used internal control framework such as COSO shows
some limitations (Huang et al., 2011, Rubino and Vitolla, 2014a), and that various national
and international organizations have issued some IT control frameworks, there are many
potential research questions that could be addressed in future research. First of all, it would
be interesting to extend the research area related to the accounting information system by
analyzing, through empirical researches, the benefits that the integration between the two
frameworks (one of internal control and the other related to the I'T controls) can produce on
the control environment. Second, given the great importance assumed by IT control
frameworks such as COBIT, Information Technology Infrastructure Library and ISO 20000
and 38500, which provide some useful references to the assessment of I'T controls within the
organizations (Bin-Abbas and Bakry, 2014), one research opportunity is to study whether
there is a correlation between IT control frameworks implementation and improvement of
the control environment. Does the level of IT controls improve the implementation and the
assessment of the control environment? With the use of empirical research, it would be
possible to compare companies that use IT control framework with those that do not use the
framework to ascertain in which cases the internal control system and the control
environment work better. At the same time for further research, it would be important to
identify which IT processes, within the I'T control frameworks, have a significant impact on
the quality of the control environment.

The relationship between IT controls and auditing is also an important research area. In
general, IT controls help auditors better assess the control environment, but it could be
interesting to analyze, through a survey, how auditors consider IT controls that affect the
soft elements of the control environment. How it can improve IT soft variables controls that
affect integrity, ethical values and the attitude of top management?

From the perspective of a business entity, acquiring effective internal control is a complex
task. However, the implementation and the assessment of the control environment could be
facilitated by adopting one or more proper frameworks. One of the emerging IT framework
is COBIT. However, the role of this framework and the related I'T controls should be further
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investigated. In fact, COBIT 5 integrates three significant but related frameworks covering
IT governance and management (COBIT), value generation (Val IT) and risk management
(Risk IT). This integration is a major undertaking, and the success of this integration, for
example, is not yet clear (De Haes et al., 2013).

Conclusions

Control environment is the attitude toward internal control and control consciousness
established and maintained by the management and employees of an organization. This
internal control component sets the basis for how risk and control are viewed and addressed
by an entity’s people, including risk management philosophy and risk appetite, integrity and
ethical values and the environment in which they operate (COSO, 2004). Considering that
most of companies’ failures were the result of weak control environments, any approach to
auditing this component should include an assessment of the risks from failure of each
individual control environment element and their interaction with each other (IIA, 2011a).

Many studies have focused on this issue. However, this work adopts a different
perspective of analysis, because it focuses on the relationships between IT controls and
control environment components. The aim of this paper was to describe and explain how the
different types of IT controls can improve the implementation of the control environment and
its assessment.

The analysis performed provides important managerial implications concerning the
control environment assessment. First, the paper enhances the knowledge about the
implementation of I'T controls on control environment. The examination of IT controls was
carried out by splitting these controls to analyze them in view of the structure of the control
environment. A simple analysis based on the IT general and application controls would have
prevented the understanding of the topic. The assessment of the control environment
requires managers and auditors to expand their knowledge of I'T controls and change the
way they approach technology-based processes and associated risks. I'T controls, which help
auditors understand the business processes and identify significant risks, should be
contextualized in the internal control system. In fact, the distinction between IT
organizational controls and IT process control is well suited for the analysis of the internal
control system, which consists of an organizational and informative dimension. At the same
time, the analysis helps managers and auditors to understand how some of the components
of the control environment should be analyzed using also IT processes controls. Components
such as the organizational structure, human resources policies and procedures and
assignment of authority and responsibility cannot be analyzed only on the basis of the IT
organizational controls. In this case, it is necessary to also apply IT process controls to
evaluate the aspects concerning information flows. Internal auditors should understand how
processes are automated and, generally, how applications facilitate the movement of
information in their relationships with interfacing applications (Chaney and Kim, 2007). To
verify the correct application of the segregation of duties, it is necessary that auditors
possess adequate knowledge of the information flow, considering that it is the content of the
information flow that determines the appropriateness of such control. Adequate knowledge
of IT controls allows auditors to better assess the control environment and, consequently, to
reduce audit risk. This knowledge enables managers to make changes to IT controls to
improve the effectiveness of the control environment and to reduce the corporate risk level.

Second, the paper introduces and emphasizes on the role of a third important
dimension of IT controls, defined as IT soft variables controls. The soft components of
the control environment are crucial in the control system. Indeed, variables such as
corporate culture, style of leadership, integrity and ethical values have a significant



influence on the remaining hard components that make up the control environment.
Despite these soft components can be regarded as the most powerful controls in any
organization, often, they receive little attention by the auditors, as their audit is not very
simple. Obtaining reliable information about soft controls is one of the most difficult
challenges internal auditors must confront, and it can be quite daunting. (ITA, 2002; ITA,
2011b). From this standpoint, this paper promotes the awareness of managers and
auditors about the importance of using IT soft variables controls. At the same time, it
should be noted that the assessment of these soft components is more accurate when
using jointly IT process controls. The analysis of the soft components of the control
environment is achieved through questionnaires, surveys and polls, whose results are
monitored by IT process controls that effectively control information flows. One of the
most interesting aspects regarding the use of this type of IT controls is represented by
the great importance acquired by some IT governance framework. These frameworks
are highlighting the importance of IT soft controls, testifying that their use can provide
important benefits to companies, including risk management activities (Rubino and
Vitolla, 2014c).

Furthermore, the paper provides a list of the relevant activities that affect the three types
of IT controls (Table I). This is useful for managers to help them determine the specific
controls inside the three dimensions of IT control. The implementation of these controls will
be carried out considering specific elements such as company size and type of business. The
analysis indicates that all three IT control types are valid and should be used by managers
and auditors. A joint use of the three dimensions of IT control contributes to a better
assessment of the individual components of the control environment.

IT controls help managers to develop the design of the organizational structure and to
identify the key processes to achieve the internal control objectives and to mitigate firm’s risk
(Devos et al., 2012). For this reason, they have a fundamental role in the control environment.
The importance of these IT controls has grown over time following the enactment of
Sarbanes-Oxley Act. These controls proved to be very useful for improving the quality of
financial reporting. In fact, considering that financial reporting in many entities is based on
information systems such as ERP systems, it is clear that IT controls help companies to
achieve the objective of internal control. As shown by numerous studies and research, many
financial reporting errors are due to the ineffectiveness of the controls related to the
accounting documentation, human resources policies and procedures, assignment of
authority and responsibility and, in general, inadequate IT controls (Grant et al., 2008;
Calderon et al., 2012). Morris (2011), highlights that companies which have implemented ERP
systems are less likely to have internal control weaknesses than those characterized by
non-ERP control companies. Similar findings have been delivered by Li ef al (2012),
asserting that in case of an improvement in the I'T control quality, also a decrease in forecast
errors was noted.

This paper argues that I'T controls have considerable influence on the components of the
control environment. In a dynamic context, I'T controls must also ensure that management is
able to use IT effectively to achieve business objectives. IT control alignment represents the
degree to which the control environment, control mechanisms, socio-emotional behaviors
and control execution are mutually complementary within an I'T process (Cram et al., 2016).
For this reason, it is possible to observe an IT control classification for the control
environment that distinguished traditional and progressive controls. Traditional control
environments are characterized by process standardization, established organizational
structure, cautious decision-making and internal stability (Kling and Iacono, 1984; Rao et al.,
2007). Progressive control environments, instead, are characterized by process flexibility,
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technology-intensive initiatives, risk-taking and innovation (Kellogg et al, 2006; Silva and
Hirschheim, 2007).

Managers and auditors should try to develop a general awareness of these IT controls.
Implementing IT controls is a great opportunity for auditors to improve their knowledge of
the company, and for managers, it is a first step toward the implementation of an IT
governance framework.
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